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e Handshaking:

In telecommunications, a handshake is an automated process of negotiation
between two participants (example "Alice and Bob") through the exchange of
information that establishes the protocols of a communication link at the start
of the communication, before full communication begins. The handshaking
process usually takes place in order to establish rules for communication when
a computer attempts to communicate with another device. Signals are usually
exchanged between two devices to establish a communication link. For example,
when a computer communicates with another device such as a modem, the two
devices will signal each other that they are switched on and ready to work, as
well as to agree to which protocols are being used.

El sikisma:

Telekomiinikasyonda bir el sikisma, tam iletisim baslamadan énce iletisimin
baslangicinda bir iletisim baglantisinin protokollerini olusturan bilgi alisverisi
yoluyla iki katilimci (6rnedin "Alice ve Bob") arasinda otomatik bir miizakere
stirecidir. El sikisma stireci genellikle bir bilgisayar baska bir cihazla iletisim
kurmaya c¢alistiginda iletisim kurallari olusturmak icin gergeklesir. Sinyaller
genellikle bir iletisim baglantisi kurmak icin iki cihaz arasinda degis tokus edilir.
Ornedin, bir bilgisayar modem gibi baska bir cihazla iletisim kurdudunda, iki cihaz
birbirlerine acildiklarini ve ¢alismaya hazir olduklarini ve hangi protokollerin
kullanildigini kararlastiracaklarini bildirecektir.

e TCP service:

The Transmission Control Protocol (TCP) is one of the main protocols of the
Internet protocol suite. It originated in the initial network implementation in
which it complemented the Internet Protocol (IP). Therefore, the entire suite is
commonly referred to as TCP/IP. TCP provides reliable, ordered, and error-
checked delivery of a stream of octets (bytes) between applications running on
hosts communicating via an IP network. Major internet applications such as the
World Wide Web, email, remote administration, and file transfer rely on TCP,
which is part of the Transport Layer of the TCP/IP suite. SSL/TLS often runs on
top of TCP.

TCP is connection-oriented, and a connection between client and server is
established before data can be sent. The server must be listening (passive open)



for connection requests from clients before a connection is established. Three-
way handshake (active open), retransmission, and error-detection adds to
reliability but lengthens latency. Applications that do not require reliable data
stream service may use the User Datagram Protocol (UDP), which provides a
connectionless datagram service that prioritizes time over reliability. TCP
employs network congestion avoidance. However, there are vulnerabilities to
TCP including denial of service, connection hijacking, TCP veto, and reset attack.

TCP is a complex protocol. However, while significant enhancements have been
made and proposed over the years, its most basic operation has not changed
significantly since its first specification RFC 675 in 1974, and the v4 specification
RFC 793, published in September 1981. RFC 1122, Host Requirements for
Internet Hosts, clarified a number of TCP protocol implementation
requirements. A list of the 8 required specifications and over 20 strongly
encouraged enhancements is available in RFC 7414. Among this list is RFC 2581,
TCP Congestion Control, one of the most important TCP-related RFCs in recent
years, describes updated algorithms that avoid undue congestion. In 2001, RFC
3168 was written to describe Explicit Congestion Notification (ECN), a congestion
avoidance signaling mechanism.

TCP hizmeti:

iletim Kontrol Protokolii (TCP), internet protokol paketinin ana protokollerinden
biridir. internet Protokoliinii (IP) tamamladigi ilk ad uygulamasindan
kaynaklanmistir. Bu nedenle, tiim paket genellikle TCP / IP olarak adlandirilir.
TCP, bir IP agi lzerinden iletisim kuran ana bilgisayarlar (lzerinde calisan
uygulamalar arasinda bir sekizli (bayt) akisinin giivenilir, sirali ve hata kontrollii
olarak teslim edilmesini saglar. World Wide Web, e-posta, uzaktan yénetim ve
dosya aktarimi gibi baslica internet uygulamalari, TCP / IP paketinin Tasima
Katmaninin bir pargasi olan TCP'ye dayanir. SSL / TLS genellikle TCP'nin iizerinde
calisir.

TCP baglanti odaklidir ve veri gonderilmeden 6nce istemci ile sunucu arasinda bir
baglanti kurulur. Bir baglanti kurulmadan 6nce sunucunun istemcilerden gelen
baglanti isteklerini dinliyor (pasif acik) olmasi gerekir. Ug yénlii el sikisma (aktif
acgik), yeniden iletim ve hata algilama giivenilirligi artirir ancak gecikmeyi uzatir.
Glivenilir veri akisi hizmeti gerektirmeyen uygulamalar, zamani giivenilirlige gére
onceliklendiren baglantisiz bir veri birimi hizmeti saglayan Kullanici Datagram
Protokoliinii (UDP) kullanabilir. TCP, ag tikanikligindan kaginmayi kullanir. Ancak,



hizmet reddi, baglanti kagirma, TCP veto ve sifirlama saldirisi gibi TCP giivenlik
aciklari vardir.

TCP, karmasik bir protokoldiir. Bununla birlikte, yillar icinde 6nemli gelistirmeler
yapilmis ve 6nerilmis olsa da, en temel ¢calismasi 1974'teki ilk spesifikasyonu RFC
675'ten ve Eyliil 1981'de yayinlanan v4 spesifikasyonu RFC 793'ten bu yana
6nemli élgiide dedismedi. RFC 1122, Internet icin Ana Bilgisayar Gereksinimleri
Ana bilgisayarlar, bir dizi TCP protokolii uygulama gereksinimlerini a¢ikladi. RFC
7414'te gerekli 8 spesifikasyonun ve 20'den fazla siddetle tavsiye edilen
gelistirmenin bir listesi mevcuttur. Bu liste arasinda, son yillardaki en 6nemli TCP
ile ilgili RFC'lerden biri olan TCP Tikaniklik Kontrolii olan RFC 2581, asiri tikanikhigi
Onleyen giincellenmis algoritmalari ag¢iklamaktadir. . 2001'de RFC 3168, bir
tikanikliktan kaginma sinyalleme mekanizmasi olan Ag¢ik Tikaniklhik Bildirimini
(ECN) agiklamak igin yazilmistir.

e UDP:

In computer networking, the User Datagram Protocol (UDP) is one of the core
members of the Internet protocol suite. With UDP, computer applications can
send messages, in this case referred to as datagrams, to other hosts on an
Internet Protocol (IP) network. Prior communications are not required in order
to set up communication channels or data paths.

UDP uses a simple connectionless communication model with a minimum of
protocol mechanisms. UDP provides checksums for data integrity, and port
numbers for addressing different functions at the source and destination of the
datagram. It has no handshaking dialogues, and thus exposes the user's program
to any unreliability of the underlying network; there is no guarantee of delivery,
ordering, or duplicate protection. If error-correction facilities are needed at the
network interface level, an application may use Transmission Control Protocol
(TCP) or Stream Control Transmission Protocol (SCTP) which are designed for this
purpose.

UDP is suitable for purposes where error checking and correction are either not
necessary or are performed in the application; UDP avoids the overhead of such
processing in the protocol stack. Time-sensitive applications often use UDP
because dropping packets is preferable to waiting for packets delayed due to
retransmission, which may not be an option in a real-time system.

The protocol was designed by David P. Reed in 1980 and formally defined in RFC
768. UDP is a simple message-oriented transport layer protocol that is



documented in RFC 768. Although UDP provides integrity verification (via
checksum) of the header and payload, it provides no guarantees to the upper
layer protocol for message delivery and the UDP layer retains no state of UDP
messages once sent. For this reason, UDP sometimes is referred to as Unreliable
Datagram Protocol. If transmission reliability is desired, it must be implemented
in the user's application.

UDP:

Bilgisayar adinda, Kullanici Datagram Protokolii (UDP), internet protokol
paketinin temel tiyelerinden biridir. UDP ile bilgisayar uygulamalari, bu durumda
datagram olarak anilan mesajlari bir internet Protokolii (IP) adindaki dider ana
bilgisayarlara génderebilir. iletisim kanallarini veya veri yollarini kurmak igin
onceden haberlesmeye gerek yoktur.

UDP, minimum protokol mekanizmalarina sahip basit bir baglantisiz iletisim
modeli kullanir. UDP, veri biitiinltigi i¢in saglama toplamlari ve datagramin
kaynadi ve hedefindeki farkli islevleri adreslemek igcin baglanti noktasi numaralari
saglar. El sikisma diyaloglari yoktur ve bu nedenle kullanicinin programini
temeldeki agin herhangi bir glivenilmezligine maruz birakir; teslimat, siparis veya
miikerrer koruma garantisi yoktur. Ag arabirimi diizeyinde hata dlizeltme
olanaklarina ihtiya¢ duyulursa, bir uygulama bu amag icin tasarlanmis lletim
Denetimi Protokoliinii (TCP) veya Akis Denetimi iletim Protokoliinii (SCTP)
kullanabilir.

UDP, hata kontroliiniin ve diizeltmenin gerekli olmadi§i veya uygulamada
gergeklestirildigi amaclar icin uygundur; UDP, protokol yigininda bu tiir islemlerin
ek ylikiinii 6nler. Zamana duyarl uygulamalar genellikle UDP kullanir, ¢linkdi
paketleri birakmak, gercek zamanl bir sistemde bir secenek olmayabilir, yeniden
iletim nedeniyle geciken paketleri beklemeye tercih edilir.

Protokol, 1980 yilinda David P. Reed tarafindan tasarlandi ve resmi olarak RFC
768'de tanimlandi. UDP, RFC 768'de belgelenen basit bir mesaj odakl tasima
katmani protokoliidiir. UDP, baslik ve yiikiin biitiinliik dogrulamasini (saglama
toplami yoluyla) saglasa da, mesaj teslimi icin list katman protokoliine hicbir
garanti vermez ve UDP katmani, génderildikten sonra UDP mesajlarinin
durumunu korumaz. Bu nedenle, UDP'ye bazen Giivenilmez Datagram Protokolii
adi verilir. Aktarim gdivenilirligi isteniyorsa, kullanicinin uygulamasinda
uygulanmalidir.



e Network core:

There are two fundamental approaches towards building a network core: circuit
switching and packet switching. In circuit-switched networks, the resources
needed along a path (buffers, link bandwidth) to provide for communication
between the endsystems are reserved for the duration of the session. In packet-
switched networks, these resources are not reserved; a session's messages use
the resource on demand, and as a consequence, may have to wait (i.e., queue)
for access to a communication link. As a simple analogy, consider two
restaurants — one which requires reservations and another which neither
requires reservations nor accepts them. For the restaurant that requires
reservations, we have to go through the hassle of first calling (or sending an e-
mail!) before we leave home. But when we arrive at the restaurant we can, in
principle, immediately communicate with the waiter and order our meal. For the
restaurant that does not require reservations, we don't need to bother to
reserve a table. But when we arrive at the restaurant, we may have to wait for a
table before we can communicate with the waiter.

The ubiquitous telephone networks are examples of circuit-switched networks.
Consider what happens when one person wants to send information (voice or
facsimile) to another over a telephone network. Before the sender can send the
information, the network must first establish a connection between the sender
and the receiver. In contrast with the TCP connection that we discussed in the
previous section, this is a bona fide connection for which the switches on the
path between the sender and receiver maintain connection state for that
connection. In the jargon of telephony, this connection is called a circuit. When
the network establishes the circuit, it also reserves a constant transmission rate
in the network's links for the duration of the connection. This reservation allows
the sender to transfer the data to the receiver at the guaranteed constant rate.

Today's Internet is a quintessential packet-switched network. Consider what
happens when one host wants to send a packet to another host over a packet-
switched network. As with circuit-switching, the packet is transmitted over a
series of communication links. But with packet-switching, the packet is sent into
the network without reserving any bandwidth whatsoever. If one of the links is
congested because other packets need to be transmitted over the link at the
same time, then our packet will have to wait in a buffer at the sending side of
the transmission line, and suffer a delay. The Internet makes its best effort to
deliver the data in a timely manner. But it does not make any guarantees.



Not all telecommunication networks can be neatly classified as pure circuit-
switched networks or pure packet-switched networks. For example, for
networks based on the ATM technology, a connection can make a reservation
and yet its messages may still wait for congested resources! Nevertheless, this
fundamental classification into packet- and circuit-switched networks is an
excellent starting point in understanding telecommunication network
technology.

Ad cekirdegi:

Bir ag cekirdegi olusturmaya yonelik iki temel yaklasim vardir: devre
anahtarlama ve paket anahtarlama. Devre anahtarlamali aglarda, ug sistemler
arasindaki iletisimi saglamak icin bir yol boyunca ihtiya¢ duyulan kaynaklar
(tamponlar, baglanti bant genisligi), oturum siresi igcin ayrilir. Paket
anahtarlamali aglarda bu kaynaklar rezerve edilmez; bir oturumun mesajlari,
kaynadi talep lzerine kullanir ve sonug olarak, bir iletisim baglantisina erisim igin
beklemek (yani siraya girmek) gerekebilir. Basit bir benzetme olarak, iki restorani
diistiniin - biri rezervasyon gerektiren, digeri ise rezervasyon gerektirmeyen ya da
onlari kabul etmeyen. Rezervasyon gerektiren restoran igin, evden ayrilmadan
once ilk arama (veya e-posta génderme!) Zahmetini yasamaliyiz. Ancak
restorana vardigimizda, prensip olarak hemen garsonla iletisim kurabilir ve
yemedgimizi siparis edebiliriz. Rezervasyon gerektirmeyen restoran i¢cin masa
ayirtma zahmetine girmemize gerek yok. Ancak restorana vardigimizda garsonla
iletisime gegcmeden énce bir masa beklememiz gerekebilir.

Her yerde bulunan telefon aglari, devre anahtarlamali aglarin érnekleridir. Bir kisi
digerine telefon adi lizerinden bilgi (ses veya faks) géndermek istediginde ne
olacagini diisiiniin. Génderenin bilgileri génderebilmesi icin énce agin génderen
ve alici arasinda bir baglanti kurmasi gerekir. Onceki béliimde tartistiGimiz TCP
baglantisinin aksine, bu, gonderen ve alici arasindaki yoldaki anahtarlarin bu
baglanti icin baglanti durumunu siirdiirdigii gercek bir baglantidir. Telefon
jargonunda bu baglantiya devre denir. AG devreyi kurdugunda, baglanti siiresi
boyunca agin baglantilarinda sabit bir aktarim hizi da sakli tutar. Bu rezervasyon,
gonderenin veriyi aliciya garantili sabit hizda aktarmasina izin verir.

Gliniimiiziin internet'i, paket anahtarlamal bir agdir. Bir ana bilgisayar, paket
anahtarlamali bir ag lzerinden baska bir ana bilgisayara bir paket géondermek
istediginde ne olacagini diisiiniin. Devre anahtarlamada oldugu gibi, paket bir
dizi iletisim baglantisi lzerinden iletilir. Ancak paket anahtarlama ile paket,
herhangi bir bant genisligi ayirmadan aga génderilir. Baglantilardan biri, diger



paketlerin ayni anda baglanti (lzerinden iletilmesi gerektiginden tikanirsa,
paketimizin iletim hattinin génderen tarafinda bir tamponda beklemesi ve bir
gecikme yasanmasi gerekir. internet, verileri zamaninda teslim etmek icin elinden
gelenin en iyisini yapar. Ancak herhangi bir garanti vermez.

Tim telekomiinikasyon aglari, saf devre anahtarlamali aglar veya tamamen
paket anahtarlamali adlar olarak diizgiin bir sekilde siniflandirilamaz. Ornegin,
ATM teknolojisine dayali aglar icin, bir baglanti rezervasyon yapabilir ve yine de
mesajlari sikisik kaynaklari bekleyebilir! Bununla birlikte, paket ve devre
anahtarlamali aglara yoénelik bu temel siniflandirma, telekomiinikasyon ag
teknolojisinin anlasiimasinda miikemmel bir baslangi¢c noktasidir.



