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TECHNOLOGY		



COMMUNICATION	AND	MEASUREMENT		

High-speed,	fully	integrated,	two-way	communica)on	technologies	

will	allow	the	smart	grid	to	be	a	dynamic,	inter-	ac)ve	mega-

infrastructure	for	real-)me	informa)on	and	power	exchange.		

	

The	technology	exists	for	the	measure,	monitor,	and	control	in	real	

)me	in	the	Smart	Grid,	and	this	technology	plays	an	essen)al	role	in	

the	func)oning	of	the	Smart	Grid.		
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COMMUNICATION	AND	MEASUREMENT		

Obviously,	exis)ng	measuring,	monitoring,	and	control	technology	

will	have	a	role	in	smart	grid	capability.	

Establishing	appropriate	standards,	cyber	security,	and	

interoperability	requires	careful	study,	for	example,	formalizing	the	

standards	and	protocols	for	the	secure	transmission	of	cri)cal	and	

highly	sensi)ve	informa)on	within	the	proposed	communica)on	

scheme.		

Moreover,	open	architecture’s	plug-and-play	environment	will	

provide	secure	network	smart	sensors	and	control	devices,	control	

centers,	protec)on	systems,	and	users.	
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COMMUNICATION	AND	MEASUREMENT		

Possible	wired	and	wireless	communica)ons	technologies	can	include:		

•  Mul)protocol	Label	Switching	(MPLS):	high-performance	

telecommunica)ons	networks	for	data	transmission	between	

network	nodes		

•  Worldwide	Interoperability	for	Microwave	Access	(WiMax):	wireless	

telecommunica)on	technology	for	point	to	mul)point	data	

transmission	u)lizing	Inter	net	technology		

•  Broadband	over	Power	Lines	(BPL):	power	line	communica)on	with	

Internet	access		

•  Wi-Fi:	commonly	used	wireless	local	area	network		
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COMMUNICATION	AND	MEASUREMENT		
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Addi)onal	technologies	include	op)cal	fiber,	mesh,	and	mul)point	

spread	spectrum.		

The	five	characteris)cs	of	smart	grid	communica)ons	technology	are:	

1.	High	bandwidth	

2.	IP-enabled	digital	communica)on	(IPv6	support	is	preferable)	

3.	Encryp)on	

4.	Cyber	security	

5.	Support	and	quality	of	service	and	Voice	over	Internet	Protocol	

(VoIP)	



MONITORING,	PHASOR	MEASUREMENT	UNITS,	
SMART	METERS,	AND	MEASUREMENTS	

TECHNOLOGIES		
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The	smart	grid	environment	requires	the	upgrade	of	tools	for	

sensing,	metering,	and	measurements	at	all	levels	of	the	grid.		

These	components	will	provide	the	data	necessary	for	monitoring	the	

grid	and	the	power	market.		

Sensing	provides	outage	detec)on	and	response,		

evaluates	the	health	of	equipment	and	the	integrity	of	the	grid,	

eliminates	meter	es)ma)ons,	provides	energy	thec	protec)on,	

enables	consumer	choice,	DSM,	and	various	grid	monitoring	

func)ons.		



WIDE	AREA	MONITORING	SYSTEMS	(WAMS)		
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WAMS	are	designed	by	the	u)li)es	for	op)mal	capacity	of	the	

transmission	grid	and	to	prevent	the	spread	of	disturbances.		

WAMS	give	early	warnings	of	system	disturbances	for	the	preven)on	

and	mi)ga)on	of	system-wide	blackouts.	

WAMS	u)lize	sensors	distributed	throughout	the	network	in	

conjunc)on	with	GPS	satellites	for	precise	)me	stamping	of	

measurements	in	the	transmission	system.		

The	integrated	sensors	will	interface	with	the	communica)on	

network.	Phasor	Measurements	are	a	current	technology	that	is	a	

component	of	most	smart	grid	designs.		



PHASOR	MEASUREMENT	UNITS	(PMU)		
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PMUs	or	Synchrophasors	give	operators	a	)me-stamped	snapshot	of	

the	power	system.		

The	PMUs	consist	of	bus	voltage	phasors	and	branch	current	phasors,	

in	addi)on	to	informa)on	such	as	loca)ons	and	other	network	

parameters.	

Phasor	measurements	are	taken	with	high	precision	from	different	

points	of	the	power	system	at	the	same	instant,	allowing	an	operator	

to	visualize	the	exact	angular	difference	between	different	loca)ons.	

PMUs	are	equipped	with	GPS	receivers	which	allow	synchroniza)on	

of	readings	taken	at	distant	points.		



PHASOR	MEASUREMENT	UNITS	(PMU)		

10	The	PMU	measurement	system		



SMART	METERS	
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Smart	meters	have	two	func)ons:		

• providing	data	on	energy	usage	to	customers	(end-	users)	to	help	

control	cost	and	consump)on		

• sending	data	to	the	u)lity	for	load	factor	control,	peak-load	
requirements,	and	the	development	of	pricing	strategies	based	on	

consump)on	informa)on	and	so	on	Automated	data	reading	is	an	

addi)onal	component	of	both	smart	meters	and	two-way	

communica)on	between	customers	and	u)li)es.	The	development	

of	smart	meters	is	planned	for	electricity,	water,	and	gas	

consump)on.	



SMART	METERS	
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Smart	meters	equip	u)lity	customers	with	knowledge	about	how	

much	they	pay	per	kilowah	hour	and	how	and	when	they	use	energy.	

This	will	result	in	beher	pricing	informa)on	and	more	accurate	bills	in	

addi)on	to	ensuring	faster	outage	detec)on	and	restora)on	by	the	

u)lity.	Addi)onal	features	will	allow	for	demand-response	rates,	tax	

credits,	tariff	op)ons,	and	par)cipa)on	in	voluntary	rewards	programs	

for	reduced	consump)on.	S)ll	other	features	will	include	remote	

connect/disconnect	of	users,	appliance	control	and	monitoring,	smart	

thermostat,	enhanced	grid	monitoring,	switching,	and	prepaid	

metering.		



SMART	APPLIANCES	
Smart	appliances	cycle	up	and	down	in	response	to	signals	sent	by	

the	u)lity.	The	appliances	enable	customers	to	par)cipate	in	

voluntary	demand	response	programs	which	award	credits	for	

limi)ng	power	use	in	peak	demand	periods	or	when	the	grid	is	under	

stress.	An	override	func)on	allows	customers	to	control	their	appliances	using	the	

Internet.	

Air	condi)oners,	space	heaters,	water	heaters,	refrigerators,	washers,	

and	dryers	represent	about	20%	of	total	electric	demand	during	most	

of	the	day	and	throughout	the	year.	Grid-friendly	appliances	use	a	simple	

computer	chip	that	can	sense	disturbances	in	the	grid’s	power	frequency	and	can	

turn	an	appliance	off	for	a	few	minutes	to	allow	the	grid	to	stabilize	during	a	crisis.	
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ADVANCED	METERING	INFRASTRUCTURE	(AMI)		

AMI	is	the	convergence	of	the	grid,	the	communica)on	

infrastructure,	and	the	suppor)ng	informa)on	infrastructure.	The	

network-centric	AMI	coupled	with	the	lack	of	a	composite	set	of	cross	

industry	AMI	security	requirements	and	implementa)on	guidance,	is	

the	primary	mo)va)on	for	its	development.	The	problem	domains	to	

be	addressed	within	AMI	implementa)ons	are	rela)vely	new	to	the	

u)lity	industry;	however,	precedence	exists	for	implemen)ng	large-

scale,	network-centric	solu)ons	with	high	informa)on	assurance	

requirements.	The	defense,	cable,	and	telecom	industries	offer	many	

examples	of	requirements,	standards,	and	best	prac)ces	that	are	

directly	applicable	to	AMI	implementa)ons.		 14	



ADVANCED	METERING	INFRASTRUCTURE	(AMI)		
The	func)ons	of	AMI	can	be	subdivided	into	three	major	categories:	
	
•	Market	applica.ons:	serve	to	reduce/eliminate	labor,	transporta)on,	and	infra-	
structure	costs	associated	with	meter	reading	and	maintenance,	increase	accuracy	GIS	AND	
GOOGLE	MAPPING	TOOLS	23	of	billing,	and	allow	for	)me-based	rates	while	reducing	bad	
debts;	facilitates	informed	customer	par)cipa)on	for	energy	management	
	

•	Customer	applica.ons:	serves	to	increase	customer	awareness	about	load	reduc)on,	
reduces	bad	debt,	and	improves	cash	flow,	and	enhances	customer	convenience	and	
sa)sfac)on;	provides	demand	response	and	load	management	to	improve	system	reliability	
and	performance	
	

•	Distribu.on	opera.ons:	curtails	customer	load	for	grid	management,	op)mizes	
network	based	on	data	collected,	allows	for	the	loca)on	of	outages	and	restora)on	of	
service,	improves	customer	sa)sfac)on,	reduces	energy	losses,	improves	performance	in	
event	of	outage	with	reduced	outage	dura)on	and	op)miza)on	of	the	distribu)on	system	
and	distributed	genera)on	management,	provides	emergency	demand	response	
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GIS	AND	GOOGLE	MAPPING	TOOLS	
GIS	is	useful	for	managing	tradi)onal	electric	transmission	and	distribu)on	and	
telecom	networks.	It	can	also	help	to	manage	informa)on	about	u)lity	assets	for	
data	collec)on	and	maintenance.	
Google’s	free	downloadable	Google	Earth	socware	offers	geographical	contextual	
informa)on	in	an	updated	user-friendly	planorm	that	facilitates	inquiry-based	study	
and	analysis.	Users	can	create	and	share	many	types	of	dynamically-upda)ng	data	

over	the	Internet.	Keyhole	Markup	Language	(KML)	allows	them	to	overlay	basic	
data	types	such	as	images,	point	data,	lines,	and	polygons.	Through	satellite	
imagery,	maps	are	available	from	space	to	street-level.	The	integra)on	of	GIS	with	
Google	Earth	or	other	mapping	tools	will	aid	in	understanding	the	rela)onship	of	the	

grid	network	to	its	surroundings,	for	example,	determining	the	op)mal	loca)on	of	
rights	of	way,	placement	of	sensors	and	poles,	and	so	on.	GIS	technology	will	
provide	par)al	context	to	operators	and	planners,	for	example,	real-)me	sensors	
that	collect	the	data	needed	to	reconfigure	networks	for	reducing	outages	and	
equipment	failures.	 16	



GIS	AND	GOOGLE	MAPPING	TOOLS	

The	trends	in	the	development	of	the	electric	power	system	and	the	expecta.on	of	

future	demand	suggest	the	following	needs:		

•  Reducing	outage	)me		

•  Preven)ng	power	thec	which	causes	significant	unaccounted	losses		

•  Effec)ve	system	for	collec)on	and	billing	system		

•  Expanding	services	for	customers		

•  Effec)ve	asset	management		

•  Improving	reliability	such	as	SAIDI	(System	Average	Interrup)on	Dura)on		

•  Index)	and	SAIFI	(System	Average	Interrup)on	Frequency	Index)	for	distribu)on	

networks		

•  Improving	analysis	of	customer	complaint	logs		

•  Enhancing	load	flow	power	quality	analysis	and	fault	study	for	current	and	

an)cipated	problems		

•  Scheduling	of	ac)ons	such	as	load	shedding	and	vegeta)on	control		 17	



MULTIAGENT	SYSTEMS	(MAS)	TECHNOLOGY		
MAS	are	a	computa)onal	system	in	which	several	agents	cooperate	to	achieve	a	
desired	task.		
	
Increasingly,	MAS	are	the	preferen)al	choice	for	developing	distributed	systems.	
The	development	of	monitoring	and	measurement	schemes	within	the	smart	grid	
environment	can	be	enhanced	through	the	use	of	MAS	architecture.	
		
As	an	example,	MAS	have	been	u)lized	as	a	detec)on	and	diagnosis	device	and	in	
system	monitoring.	Such	architectures	u)lize	a	collec)on	of	agents	such	as	
Arbitrator	Agents	(AA),	System	Monitoring	Agents	(SMA),	Fault	Detec)on	Agents	
(FDA),	Diagnosis	Agents	(DA),	a	Judgment	Index	Agent	(JIA),	and	a	Scheduling	Agent	
(SA).		
	
Informa)on	passes	between	the	agents	about	the	appropriate	ac)ons	to	be	taken.	
When	implemented,	the	process	repeats	itself	to	constantly	monitor	the	system	so	
that	management	of	system	condi)ons	can	be	implemented	instantaneously.	
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MULTIAGENT	SYSTEMS	(MAS)	TECHNOLOGY		

Simplified	mul)agent	architecture	 19	



Mul)agent	Systems	for	Smart	Grid	Implementa)on	

A	smart	grid	integrates	advanced	sensing	technologies,	control	

methods,	and	integrated	communica)ons	into	the	present	electricity	

grid	at	both	transmission	and	distribu)on	levels.		

The	smart	grid	is	expected	to	have	the	following	key	characteris)cs:	

•  Self-healing	
•  Consumer	friendly	

•  Ahack	resistant	
•  Provide	power	quality	for	21st-century	needs	
•  Accommodate	all	genera)on	and	storage	op)on	

•  Enable	markets	

•  Op)mize	assets	and	operate	efficiently	 20	



Mul)agent	Specifica)ons		
The	specifica)ons	of	a	control	agent,	a	distributed	energy	resource	

(DER)	agent,	a	user	agent,	and	a	database	agent	in	the	Intelligent	

Distributed	Autonomous	Power	System	(IDAPS)	MAS	are	defined	

here.		
	

Control	agent:	responsibili)es	include	monitoring	system	voltage	and	

frequency	to	detect	con)ngency	situa)ons	or	grid	failures,	and	

sending	signals	to	the	main	circuit	breaker	to	isolate	the	IDAPS	

microgrid	from	the	u)lity	when	an	upstream	outage	is	detected;	

receiving	electricity	price	($/kWh)	signal	from	the	main	grid	and	

publishing	them	to	the	IDAPS	en))es		
21	



Mul)agent	Specifica)ons		

DER	(distributed	energy	resource)	agent:	responsibili)es	include	

storing	associated	DER	informa)on,	monitoring	and	controlling	DER	

power	levels	and	connect/disconnect	status;	DER	informa)on	to	be	

stored	may	include	DER	iden)fica)on	number,	type	(solar	cells,	

microturbines,	fuel	cells),	power	ra)ng	(kW),	local	fuel	availability,	

cost	func)on	or	price	at	which	users	agree	to	sell,	DER	availability,	

that	is,	planned	maintenance	schedule		
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Mul)agent	Specifica)ons		

User	agent:	acts	as	a	customer	gateway	that	makes	features	of	an	

IDAPS	microgrid	accessible	to	users;	responsibili)es	include	providing	

users	with	real-	)me	informa)on	on	en))es	residing	in	the	IDAPS	

system;	monitors	electricity	consump)on	by	each	cri)cal	and	

noncri)cal	load;	allows	users	to	control	the	status	of	loads	based	on	

user’s	predefined	priority	

	

Database	agent:	serves	as	a	data	access	point	for	other	agents	as	well	

as	users;	responsibili)es	include	storing	system	informa)on,	recording	

messages	and	data	shared	among	agents		
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Mul)agent	Technique	
An	agent	of	a	MAS	may	be	defined	as	an	en)ty	with	ahributes	
considered	useful	in	a	par)cular	domain.	In	this	framework,	an	agent	
is	an	informa)on	processor	that	performs	autonomous	ac)ons	based	
on	informa)on.		
	
Common	agent	a<ributes	include:	
•  Autonomy:	goal-directedness,	proac)ve	and	self-star)ng	behavior	
•  Collabora6ve	behavior:	the	ability	to	work	with	other	agents	to	
achieve	a	common	goal	

•  Knowledge-level	communica6on	ability:	the	ability	to	
communicate	with	other	agents	with	language	resembling	human	
speech	acts	rather	than	typical	symbol-	level	program-to-program	
protocols	

•  Reac6vity:	the	ability	to	selec)vely	sense	and	act	
•  Temporal	con6nuity:	persistence	of	iden)ty	and	state	over	long	
periods	 24	



Mul)agent	Technique	

MAS	can	be	characterized	by:	

•  Each	agent	has	incomplete	capabili)es	to	solve	a	problem	

•  No	global	system	control	

•  Decentralized	data	
•  Asynchronous	computa)on	

25	



MICROGRID	AND	SMART	GRID	COMPARISON		

Basically,	a	microgrid	is	a	local	island	grid	that	can	operate	as	a	

stand-alone	or	as	a	grid-connected	system.	It	is	powered	by	gas	

turbines	or	renewable	energy	and	includes	special	purpose	inverters	

and	a	link	for	plug-and-play	to	the	legacy	grid.	Special	purpose	filters	

overcome	harmonics	problems	while	improving	power	quality	and	

efficiency.	
	

The	microgrid	is	a	local	power	provider	

	-	with	limited	advanced	control	tools	

The	smart	grid	is	a	wide	area	provider		

-	with	sophis)cated	automated	decision	support	capabili)es	26	


